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Z obsahu prednasky

= Predmety Bc. a Ing. a laboratorium PS
= Cisco netacad

= Plan studia a napln predmetov

= Podmienky absolvovania

= Aktualne Bc. a Ing. prace
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Predmety

= Bc. stupen:
- Uvod do pocitadovych sieti (CCNA1)
» PocCitaCoveé siete (CCNAZ2)
 Aplikacie pocitacovych sieti (CCNA3 + Bridging)

" Ing. stupen:

* Smerovacie algoritmy v pocitacovych sietach
(CCNP Route - ENCORE)

» Technologie na baze prepinanych sieti (CCNP
Switch - ENARSI)

- Zaklady kybernetickej odolnosti IT
» Kognitivne siete

CCCCCCCC



Obsahova napln predmetov

= Aktualny trend v IT a networkingu
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Obsahova napln predmetov
= Cisco Certified Network A & P

CAREERS

FUNDAMENTALS

IT Essentials PC
Hardware and Software



Moznost’ certifikacie CCNA

Minulost Sucasnost  Priemysel

300-101 ROUTE
642-813 SWITCH

642-832 TSHOOT
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Prerekvizity predmetov
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Laboratorium pocitacovych sieti

Je orientované na systematicku a cielenu vyucbu predmetov
suvisiacich s navrhom a budovanim lokalnych pocitacovych sieti LAN

na baze implementacie a realizacie zakladnych konfiguracii aktivnych
sietovych komponentov.

BN 32 —514
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Laboratorium pocitacovych sieti

Chapter 1
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Laboratorium pocitacovych sieti
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Laboratorium pocitacovych sieti
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CCNA v7 Course #1

CCNA v7 Course #2

Networking Today

Basic Device Configuration

Basic Switch and End Device
Configuration

Switching Concepts

Single-Area OSPFv2 Concepts

Protocol Models

Single-Area OSPFv2

Physical Layer

Number Systems

Data Link Layer

Ethernet Switching

VLANs Configuration
Inter-VLAN Routing WAN Concepts
STP Network Security Concepts
Etherch I
Erchanne ACL Concepts
DHCPv4

Network Layer

SLAAC and DHCPv6 Concepts

ACLs for IPv4 Cnnfiguratinn

Address Resolution

FHRP Concepts

NAT for IPv4

Basic Router Configuration

LAN Security Concepts

VPN and IPsec Concepts

IPv4 Addressing

Switch Security Configuration

QoS Concepts

IPv6 Addressing

WLAN Concepts

ICMP

WLAN Configuration

Network Management

Transport Layer

Routing Concepts

Network Design

Application Layer

IP Static Rnuting

Network Trnubleshnnting

Network Security Fundamentals

Build a Small Network

Troubleshoot Static and Default
Routes

Network Virtualization

Network Automation

Chapter 1

___ New/significantly changed content
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Uvod do poéitaéovych sieti
(CCNA1)

Bc. stupen
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Uvod do poéitadovych sieti (CCNA1)

" Intermediary and end devices
* Router

 Router, Switch and End devices - access and
basic configuration

CCCCCCCC
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Uvod do poéitadovych sieti (CCNA1)

 Router inside

Chapter 1
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Uvod do poéitaéovych sieti (CCNA1)
* Protocol model - ISO/OSI and TCP/IP

The OSI Model The TCP/IP Model
Application DHCP, DNS, FTP, HTTP, HTTPS,
POP, SMTP, SSH, etc...
Presentation Application
Session
TCP UDP
Network IP Address: IPv4, IPv6 Internet
Link MAC Address
- ~ Network Access

Ethernet cable, fibre, wireless,
coax, etc...

Physical
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Uvod do poéitadovych sieti (CCNA1)

* Number systems, VLSM, IPv4, IPv6
addressing

Chapter 1

Masque de sous- Masque de sous-réseau binaire Notation | Nombre de Nombre &°IP
réseau décimale encl/» bits d’hétes | 2*n

172 16.32.0/20
16777216

255.0.0.0 11111111.00000000.00000000.00000000
285.128.0.0 11111111.10000000.00000000.00000000 /9 23
285.192.0.0 11111111.11000000.00000000.00000000 /10 22 4194304 m
286.224.0.0 11111111.11100000.00000000.00000000 /11 21 2097152
285.240.0.0 11111111.11110000.00000000.00000000 /12 20 1048576
2855.248.0.0 11111111.11111000.00000000.00000000 /13 19 524288 l ? l
255.252.0.0 11111111,11111100.00000000.00000000 /14 18 262144 «*‘1__,,
285.254.0.0 11111111.11111110.00000000.00000000 /15 17 131072 50 Hotes -
255.255.0.0 11111111.11111111.00000000.00000000 /16 16 685536
2856.255.128.0 11111111.11111111,10000000.00000000 /17 15 32768 l l
2855.285.192.0 11111111,11111111.11000000.00000000 /18 14 16384 @ ?
2855.255.224.0 11111111.11111111.11100000.00000000 /19 13 8192 W

| 255.285.240.0 11111111,11111111.11110000.00000000 /20 12 4096 1 172.16.0.0 50 Hotes -
255.255.248.0 11111111.11111111.11111000.00000000 /21 1 2048 172.16.16.0 De 172.16.32.0 2 172.16.47.255
255.255.252.0 11111111.11111111.11111100,00000000 /22 10 1024 ‘ .‘
255.255.254.0 11111111.11111111.11111110.00000000 /23 ° 512 172.16.32.0 172.16.32.0/26
255.255.255.0 11111111,11111111.11111111,00000000 /24 8 286 _ Y7216 5 172.16.32.64/26
286.285.256.128  11111111.11111111.11111111.10000000 25 7 128 172.16.32.128/26

| 255.2565.255.192  11111111.11111111.11111111.11000000 /26 0 64 | 172.16.32.196/26
255.255.286.224  11111111.11111111.11111111,11100000 /27 s a2 I e
255.285.286.240  11111111.11111111.11111111.11110000 /28 a 16 T — "
286.255.2565.248  11111111.11111111.11111111.11111000 129 3 8 R | s
285.285.286.252 11111111.11111111.11111111.11111100 130 2 a

Formip.com

\ - 7

L
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Uvod do poéitadovych sieti (CCNA1)
* Build a SOHO network

el | I R
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Pocitacové siete
(CCNA2)

Bc. stupen

CCCCCCCC
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Pocitacove siete (CCNA2)

= Switching concept

S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address Intamot
1 00-0A 1 00-0A
1 Router
H N2

MAC MAC J MAC
00-0A 00-0B 00-0C

Source MAC
00-0A

Type

Chapter 1
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Pocitacove siete (CCNA2)
= VVLANs and Inter VLAN Routing

192.168.20.1 /24

CCCCCCCC
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Pocitacove siete (CCNA2)

= LAN Security concept and Switch security

configurations

Chapter 1

Endpoint Security - Explain how to use
endpoint security to mitigate attacks
Access Control - Explain how AAA and
802.1x are used to authenticate LAN
endpoints and devices

Layer 2 Security Threats - Identify
Layer 2 vulnerabilities

MAC Address Table Attack - Explain
how a MAC address table attack
compromised LAN security

LAN Attacks - Explain how LAN attacks
compromise LAN security

23
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Pocitacove siete (CCNA2)

= WLAN concepts, configuration and
troubleshooting

Chapter 1

Supplicant

and Passwords. Used by all

Authentication Serve

network login processes.

«——|dentity-Request

Identity-Response >

Forward-ldentity———————————>

<«——EAP-Request—EAP-Type

EAP-Response—EAP-Type —————>

EAP-Request—EAP-Type

EAP-Response —EAP-Type ———3

«—EAP-Success

EAP-Success




Pocitacove siete (CCNA2)

= |P Static routing and Default routes

Stub Network

Network (B2 =g

—

g 172.16.2.2 172.16.2.1

HP sSwitch{config)# show ip route static

IF Eoute Entries

Destination Gateway VLAN Type Sub-Type Metric Dist.
10.50.10.177/32 reject static 1 1
10.10.40.0/24 VLANLO 10 static 1 1
10.10.50.128/27 VLANIO 10 static 1 1
10.50.10.0/24 blackhole static 1 1
127.0.0.0/8 reject static 0 0
127.10.144.32/24 10.0.0.2 1 static 12 10
127.10.144.32/24 10.0.0.3 1 static 12 10 \\
This reject (default null) route is included by default. Refer An ECMP set with ip load-sharing set to 2 (the maximum
to “Configuring a static route” on page 1-1 paths allowed)

Chapter 1
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Aplikacie pocitacovych sieti
(CCNA3)

Bc. stupen
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Aplikacie pocitacovych sieti (CCNA3)

* |P Dynamic routing - Single area OSPFv2
concept and configuration

LAN 192.168.1.0/28

DCE

1 192.168.34.4/30

LAN 10.10.30.0/24

CCCCCCCC
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Aplikacie pocitacovych sieti (CCNA3)

» Route filtering — ACL, address translation
NAT (static, dynamic, pat), VPN and IPsec

l LAN - Internal IP = l
| ] R
e Firewall Firewall =3I

L Inteme sy l

!w %*‘ S
— I.f'_ — |
= IPsec Tunnel -

_ nal IP !ll'
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Aplikacie pocitacovych sieti (CCNA3)

= Network Management, design and

Troubleshooting
= Device Discovery with CDP

= Device Discovery with LLDP
g Reporting o NTP
4 -SNMmP

4 Controlling ~ “ SySIOg

Managing

= Router and Switch
File Maintenance

= |OS Image Management

CCCCCCCC
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Aplikacie pocitacovych sieti (CCNA3)

= Network Virtualization and Automation

Logical Network

Controller Cluster

CCCCCCCC
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Smerovacie algoritmy
v pocitacovych siet'ach
(CCNP Route)

Ing. stupen
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Smerovacie algoritmy v pocitacovych
sietach (CCNP Route)

= |P Dynamic routing — Multi-area OSPFv2 and
v3, EIGRP concept and configuration

Type of Routing
Metric

Manual
Summarization

O o
¢
ig 0/1 EE

Gig Gig 0/3
swi1 ot ] ot Load Balancing
10.1.1.0 /24 :

Administrative
Distance

Cisco Proprietary

Multicast Address

CCCCCCCC
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Smerovacie algoritmy v pocitacovych
sietach (CCNP Route)

» Route selection, filtering and redistribution
* Policy based Routing (PBR)

»What is route redistribution?
el - »Why is it required in network?

— -
8-
Sent

B »Where is it implemented in the
network?

OSPF I EIGRP

T

Network & e » How is it implemented

Advertisement BB2
Received

» Problems due to route
redistribution?

CCCCCCCC
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Smerovacie algoritmy v pocitacovych
sietach (CCNP Route)

= |P Dynamic routing — BGP (Internet routing)

= iBGP vs eBGP
= BGP attributes
= BGP loop free
= BGP AS Path

= BGP Filtering with
regular expressions

CCCCCCCC
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Smerovacie algoritmy v pocitacovych
sietach (CCNP Route)

= \WAN topologies — NBMA network (Frame relay,
MPLS, Hub-And-Spoke), Broadcast networks

Layer 3 VPN A Laysr 3 VPN A
Customer Customer
Site - PP Site

i -

,* "-"EF 1
Layer 3 VPN B ﬁ“ Semce Provider IP/MPLS Metwork \ Layer 3 VPN B
WF 2 \-’RF y
Customer . ﬁ _lS_P‘_,l ﬁ Customer
Site J “15P 4 .m‘ Site

Forwarder 1 \

: - C = - arQer

Layer 2 VPN C Layer 2 VPN C

chmen P SRk : .
& i i b -
Customer 4 oot 2 Customer
Site Site

CCCCCCCC
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Technologie na baze
prepinanych sieti
(CCNP Switch)

Ing. stupen
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Technologie na baze prepinanych
sieti (CCNP Switch)

= VLAN concept (private, end-to-end, local),
trunking, VTP, DTP

End-to-End VLANSs

= Users are grouped into
VLANSs independent of
physical location.

= |f users are moved within
the campus, their VLAN
membership remains the
same.

Local VLANSs

This is the recommended
solution in the Cisco
Enterprise Campus
Architecture.

= Users are grouped into
VLANs depending on
physical location.

= |f users are moved within
the campus, their VLAN
membership changes.

Chapter 1
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Technologie na baze prepinanych
sieti (CCNP Switch)

= EtherChannel, STP, MST, RSTP, FHRP

G1/0/1 r\ ﬂ G1/0/1
G1/0/2 G1/0/2
G1/0/3 G1/0/3
G1/0/4

CCCCCCCC

38



Technologie na baze prepinanych

sieti (CCNP Switch)
*|P SLA and L2 Security

—

192.168.34.0 /24
.254

s

HTTP Server

.1 192.168.12.0/24 .2
Fa0/0 Fa0/0

CCCCCCCC
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Zaklady kybernetickej odolnosti IT

= Nova éra kyberbezpecnosti

Chapter 1

BL1

BL2

BL3

BL4

BL5

BL6

e R OS0bNaSEVY RISy = 1

Auditori a vyskumnici v kybernetickej bezpeénosti

|
|
|
|
I
|
|
|
|
|
|
| Pracovnici v kybernetickej bezpe¢nosti
|

|
|
|
|
|
|
Manazéri kybernetickej bezpeénosti :
|
|
|
|
|

Informatici

IT manazeéri

Manazéri
QOdborni zamestnanci

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Laici
|
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Kognitivne siete

= kombinovane vyuzitie znalosti a metdod skumania z
relevantnych disciplin

velké data
AN
strojove ucenie )l\ 5, rozoznavanie
jazyka
kognitivne umela heurdonove
vypocty < inteligencia ? siete

pocitacové videnie ‘*-/ \
\,/ y

expertné systémy robotika

Chapter 1
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Literatura:

1. Foundation library, verzie: Route, Switch, Tshout
2. Officel certification guides — cisco press (nepokryva

netacad, ale netacad pokryva vsetko):
«  “CCNP Routing and Switching ROUTE 300-101 - Official Cert

Guide - Kevin Wallace”

3. super kniha je:
- Jeff Doyle, Jennifer Carroll - Routing TCPIP

Chapter 1
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Hodnotenie predmetov

Cvicenia

40 bodov

* 9 bodov za 3x kratky test na cviCeni « 20 bodov za
(kazdy za 3 body) 10 minutovku
« Zapocet = 21+T+(SBA-70)/3 * 40 bodov za
pisomno-ustnu
* Udelenie zapoctu: skusku

SBA >=70%, zapocet >=21

CCCCCCCC
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Zaverecne prace

* Analyza prevadzkovych

. . : : vlastnosti VoIP sieti
 Implementacia podnikovej

a sukromnej siete pomocou

technolégie DMVPN » Aplikacia umelej
inteligencie v datovych
« Mikrosluzby a reaktivne sietach

programovanie o _ _
* Optimalizacia umiestnenia

autonomnych dronov ako
mobilné zakladnoveé
stanice

 Dynamicky pristup k
spektru v kognitivhych
radiovych sietach

« Strojove ucCenie
v kognitivhych
radiovych
siet'ach

Chapter 1
44

* Implementacia systému pre podporu
urcovania spravneho sklonovania
slov v textoch v slovenskom jazyku
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Cisco | Networking Academy”
Mind Wide Open”

Dakujem za pozornost.

gabriel.bugar@tuke.sk
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