MODBUS

Implementacia

Protokol
» Definuje sa:

o Protocol data unit (PDU) nezdvisld od nizsich komunikacnych vrstiev
o Application data unit (ADU) predstavujuca aplikéciu PDU na konkrétne
prenosové médium
o Maximdina dizka ADU
« Pre sériové prenosové médium: 256bajtov = adresa (1bajt) + CRC
(2baijty) + data (253bajtov)
« TCP MODBUS: 260bajtov = protokol (7bajtov) + data (253bajtov)

ADU
[ Addtonalaccress | | EGERGRESORN (OSSN | Eror check |

PDU
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Zakladna charakteristika

Mod Bus je vysokouUrovriovy profokol definovany na vrstve 7 (aplikaénd
vrstva)
Princip komunikdcie poZziadavka/odpoved (klient=master/server=slave)
Komunikdciu vzdy inicializuje klient (master)
Nezavisi od fyzického média
Umoznuje jednoduchut komunikdciu medszi systémami s réznou fyzickou
vrstvou
3 typy implementdacie:
Sériové rozhrania (RS485, 422, optika, ...)

o TCP/IP [rezervovany port 502)

o Vysokorychlostng aplikacia (Modbus plus)
Vznik 1979, v sGCasnosti velmi rozsireny pre senzory, meracie moduly a
podobné zariadenia

www.modbus.org, http://www.csimn.com/CSI_pages/Modbus101.html

Priklad architektury

Protokol

}((ﬁmunikddu aktivuje klient (master) posielajici poziadavku serveru
ient)
Function code identifikuje typ poziadavky (1 byte, 0 sa nepouziva,
pouzivané 1 az 127, 128 az 255 rezervovane) — urCuje, Co md server urobif
Data posielané z klienta predstavuju pomocny informéciu pouzivanu
serverom pri realizacii poziadavky Klienta, napr. adresy registrov, pocet
poloZiek, ktoré maju byf spracovavané a pocet bajtov v datovom poli

o Datové pole mbie byf aj prézdne (nulové dizka)
Ak server prijme bezchybnU poziadavku vrati odpoved, kde:

o Kéd funkcie je opakovanim kédu pozadovaného Kienfom
o détové pole obsahuje déta ziadané kiientom.

Ak je poziadavka chybnd, server vrati kéd funkcie nazyvany ,exception
code" = kdd funkcie + 80H


http://www.modbus.org/

Modbus komunikacia

Client | Server

Perform the action
Initiate the response
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Datovy model - priklady

[ — Crden spicason memary
MODBUS acsses eep—
Input Discrete Input Discrete:
coits WoDBUS Request coits WoDaUS Request
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Input Registers. L Input Registers
Hoidng Holding
Regrsters Registers
et st e woomus sumn povce

Kdédy funkcii 2

» Read Discrete Inputs (0x02) -1az 2000 bitovych vstupov

Funciion Function

Starting Address HI Byte Count

Starting Address Lo Inputs Status 204-197
Quantity of Inputs Hi Inputs Status 212-205
Quantity of Inputs Lo Inputs Status 218.213

Request

Funciion code 1Byte 0x02

Starting Address 2 Bytes 0x0000 16 OXFFFF

Quantity of Inpuls 2 Bytes 1 to 2000 (0x7D0)
Response

Function code 168yte 0x02

Byl count 1 Byte N

Input Status N* x 1 Byte

“N = Quantity of Inputs / & if the remainder 3 Aifferant of 0 = N = N+1
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Datovy model

» Ddta s u servra ulozené ako série tabuliek (registrov)

» Kazdd tabulka méze obsahovat maximdine 65536
poloziek

» Tabulky sa moézu vzdjomne prekryvat
» Zd&kladné typy tabuliek:

*ﬂ\s type of dala can be provided by an 1O system

Discrates input Single bit Read-Only

Colls ‘Singhe bit [r—— ;:;;';v':e Gf Gata can be aRerable by an appicanon
Input Registers 16-bitword | Read-Only This fype of data can be provided by an 10 sysiem
Holding Registers. 16-bit word Read-write ;m;'?'ge of data can be aferable by an appiication

o N=Quantity/8

o Hodnota coil

Fieid
Funclion
Slarting Address Hi

Kédy funkcii 1

* Read Coils (0x01) -1az 2000 stavovych bitov (coils)

na Start. Address je LSB v 1. bajte

Request
Function code 1Byt
Quantity o coils
Response
FUNCIion code [ 1Byte [ oxor |
count 11 Byte_ 3 |
Coll Status. n_B n = NorN+1

Byte Count 5}

Starting Address Lo Outputs status 27-20 <o
Quantity of Outputs Hi Qutputs status 35-28 [
‘Quantity of Outpuls Lo Outputs status 38-36 05 -

Kédy funkcii 3

+ Read Holding Reaisters(Ox03) -1az 125 reaistrov
Request

Response
Funclion code [ 1By [ ox0a |
counl |1 Byie [2xW" |
T value | W x2Byles | ]

Function
Starting Address Hi
Starting Adaress Lo
No_ of Registers HI

No. of Registers Lo

Function
Byle Gount

REgISter value Hi (108)
Register value Lo (108)
Register value Hi (109}
Reqister value Lo (108)
Regisler value HI {110}
Register value Lo (110)
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Kédy funkcii 4 Kdédy funkcii 5

* Read Input Registers(0x04)-1az 125 registrov * Write Single Coil(0x05)
Request o OxFFOO v détach znamend ON
Function code_ 1 Byle 0x04 4 Request
Siarling Address | 2Bytes | 00000 1o OxFFFF <o end OFF A Funciion coge I T ox05 ]
[Cuantiy ot input Registers | 2 Bytes | 0x0001 o 0x0070 | Output Address 7 Bytes 60000 To GRFFFE
Outp 2 Byles 0x0000 or 0xFFO0
Response
FUnclion code. ] _1Byte x4 Response
count | i Byte TS | Funciion code 1 Byte 0x08
W x26yes | | [TOuiputAddress | 2Byles | 0x0000fo OXFFFF
*N = Quantity of Input Registers [“Outputvaiue T D Byies | 0x0000 of OxFF00_____]
Funcilon Funciion [ os | et e e
I :E::g mmm IT! :: :,:\en%:lgm! HI % Output Address Hi 00 Quiput Address Hi 00
| Quantity of input Reg. Hi 00 Input Reg. 8 Lo oa | Qutput Adaress Lo AC Output Address Lo AC
|_Quantity of input Reg' W o1 Output Value HI FF Output Value Hi FF
- 1 Output Value Lo 00 Output Value Lo 00

Koédy funkcii 6 Kédy funkcii 7

+  Write Single Register(0x06) * (0x07) Read Exception Status (Serial Line only)
Request + (0x08) Diagnostics (Serial Line only)
0x06
+ (OA Hex) Clear Counters and Diagnostic Register
B 0x0000 to OxFFFF
+ (0B Hex) Return Bus Message Count
Response
| oxos ] .
| 0x0000 to OXFFFF |
| 0x0000 to OxFFFF |
Register Address Lo
Register Value Hi Register Value Hi
Register Value Lo Register Value Lo

MODBUS na sériovej linke Charakteristiky

» Slave maju unikdtnu adresu od 1 po 247

* OSI model
[ ] | From 1to 247 | From24sto2s5 |
l Broadcast I Slave individual addresses Reserved ‘
address

» Dva typy vysielania:
o Unicast - pre jediny slave
o Broadcast - siCasne pre vietky slave (nemd odpoved)

MODBUS SERIAL LINE PDU

caress e [Finetionicode | [ Baa | oRe o) |

MODBUS PDU
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Master - stavovy diagram Slave - stavovy diagram

Request sent in

broadeast mode

7 tumaround detay
tared

reception of end of processing |
end of processing [unicast mode]  10r0adcast mode] |

g sesy Frame ermor / /
Reply reception [Expected skave] check OK ;equna a I~ elmv v.me processing /
f response lime-out s stopped
. P — F&)mmt(ln) bt b
TOCESSIN: (i e — ¢
Reply reception resporse tme.cut expraton | | errer et request caa ’ g
[Unexpected slave] - addressed lo
e - s s

RTU prenosovy mod ASCII mod

* RTU mdde - hexa kdd, prvy bit LSB, pdrna parita » Kazdych 8 bitov sprdvy sa posiela ako dva ASCII
i Pory hocking znaky (0-9, A-F)
EERRDRRNREE « Sprava zadina vidy znakom :
N P P, P + Sprava konci delimiterom, standardne CRLF
i [AEE FT ﬁ (Wi ﬁ__u :ﬁﬁﬂﬁ N (OXODOX0A) Wi Pty Checking
f=rt e ar S s [ [ = [ [ [

MODBUS message Data
2 chars.

Start Address [ Function Data End 1char| 2chars 2 chars 0 up to 2x252 char(s) 2 chars.
>aam,‘ ‘ abits ‘ anis Nxgbis 16 bits zaﬁmu‘ CRLF

Figue 13 RTU Message Frame.

CRCaLRC MODBUS na TCP/IP

« CRC sa pouZiva pre RTU « Klient a server sU prepojeni cez komunikdciu
o POLY = calculation polynomial of the CRC 16 = 1010 0000 0000 0001 postgveno na TCP/IP (|n‘[eme‘[ cez Ethernet, )

o (Generating polynomial =1 +x2 +x 15+ x 16) P
+ LCRje v pripade ASCII
o0sU WMODEU

o Add all bytes in the message, excluding the starting ‘colon’ and ending S client S client
CRLF. Add them into an 8-bit field, so that carries will be discarded. e e
Subftract the final field value from FF hex (all 1's), to produce the ones—
complement.

o Add 1 to produce the twos-complement.

o

MODBUS  Serial



Data

MODBUS TCP/IP ADU
[ I
PDU

* MBAP (MODBUS Application Protocol header)
o Doplnkové info k infu pre sériové linky ako je dizka spravy + fixné
identifikatory, Ze ide o MODBUS protokol

» Neobsahuje CRC/LRC (ochrana je dand priamo
TCP/IP protokolom

SOAP

Y 4 /
Format spravy

» Obdlka (Envelope) definuje zaciatok a koniec
sprdvy a je povinnd

» Hlavicka(Header)- obsahuje nepovinné lubovolné
doplnkové info k spréve, kforé sa pouziva pri
spracovani spravy

e Telo spravy (Body) - samotné ddta v XML formdte a
je povinné

« Chyba (Fault) - nepovinné pole s informdciou o
chybe, ktord vznikla pri spracovani spravy
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MBA

Fields Length | Description - Client Server
Transaction 2 Byles | [dentification of & Initialized by the | Recopied by the
Identifier MODBUS Request / client server from the
Response transaction. received
request

Protocol Identifier 2 Bytes | 0 = MODBUS protocol | Initialized by the | Recopied by the
client server from the

recelved
request
Length 2 Bytes | Number of following Initialized by the | Initialized by
bytes client { request) | the server
Response)
Unit Identifier 1Byte | Identification of @ Initialized by the | Recopied by the
remote slave client server from the
connected on a serial received
line or on other buses. request

Zakladna charakteristika

» SOAP je skratka z Simple Object Access Protocol

« Pouziva sa pre prenos dat napr. v senzorovych siefach

« VyuZiva Internet, presnejsie http/https protokol nad ktorym je
postaveny (aplikacnd vrstva) ale je ho mozné aplikovaf aj nad
iné protokoly ako ftp, ...

» Data sa prendsaju s vyuzitim XML kédovania ale mozu byt
kédované inak, napr. JSON

+ Princip klient/server, aktivita vzdy od klienta

+ SOAP méze byt vyuZity aj na dialkové volanie réznych
procedur

» Server je postaveny na tzv. Web services

Envelope

-ENV="hiip://www.w3.0rg/2001 lope” SOAP-
hif://www.w3.01g/2001/12/s0ap-encoding’>

<gxmi version="1.0'2>

Message information goes here
</SOAP-ENV:Envelope>
Priklad s POST

POST /OrderEntry HITP/1.1
Host: www. tutorialspoint.com

Content-Type: application/soap; charset="uti-&
Content-Length: nnnn
<gxmi version="1.0'2>
<SOAP- OAP-ENV="http:// 3.019/2001 " SOAP.

hifp://www.w3.0rg/2001/12/s0ap-encoding™>
Message information goes here

</SOAP-ENV:Envelope>



Header

<SOAP-ENV:Envelope xminsiSOAP-ENV=" hilp://www w301g/2001/12/500p-envelope” SOAP-ENV:encodingslyle=
ifp://www w3.0r/2001/12/s00p-encoding'™

<exmi version="1

<SOAP-ENV:Header>

xmins:t="hHp:/ /ww: " SOAP- true’
</SOAP-ENV:Header>
</SOAP-ENV:Envelope>

Ak je pouiity nepovinny porameter SOAP-ENV:mustUnderstand="frue,, prijmatef spravy musi porozumief hiovicke a korekine ju spracovaf

<gxm version="1.0' encoding="UTF-82>
<SOAP-ENV:Envelope xmins:SOAP
ENV="hitp://schemas.xmisoap.org/soap/envelope/

ub-element [Description

= s/ 1993 Schemarstan

B oo Somames ouitCodes et code wsed o ndcole/bi g

ferors. See the next Table for a sting of
Body= foredefined fault codes.

<SOAP-ENV:Fault>
<faultcode xsitype

sdistring">SOAP-ENV:Client</faultcode>
[efaultstring>  J1is a text message explaining the error.

<faulfstring x: sdistring”>

75 G Text shing Indicafing who caused fhe
QUi It i useful if the SOAP message fravels|
hrough several nodes in the SOAP

message path, and the client needs to.

2
Failed to locate method (ValidateCreditCard) in class

(examplesCredilCard) at /usr/local/ActivePerl-

5.6/lib/site_perl/5.6.0/SOAP/Lite.pm line 1555.

</faultsting> [[feUMACIOR know which node caused fhe ermor. A
</SOAP-ENV:Fault> frode thaf does not act as fhe ulfimate

</SOAP-ENV:Body> pestnation must include a feutActor
</SOAP-ENV:Envelope>

tis an element used fo carry application-
pecific emor messages. The detail element|
ean contain child elements called defail
fentries.

Namiesto alebo spolu s FAULT sa mi viif oj kédovanie v rémi hitp (stavovy
kéd 200 - 299 znamené Uspeiné doruZenie a spracovanie, 500-599 chybu)

detail>
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<guml version
<SOAP-ENV:Envelope>

<SOAP-ENV:Body>

m=""http:/ >
e Computers<imiloms
</m:GefQuotation>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
Odpoved
<gumi version="1.0'?>

<SOAP-ENV:ENvelope>

<SOAP-ENV:Body>

<m:Quofation>This is Qutatmn(/m ‘Quotation>
</m:GelQuotationRes;
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Kdédovanie a prenos

<&xmi version="1.0' encoding=UTF-872>
<SOAP-ENV:Envelope xmins:SOAP-ENV=
xminsasd="http:/
<SOAP-ENV:Body>
nst xming miexamplesipriceservice” SOAP-ENV:encodingStyle="http://www.w3.0rg/2001/12/s0ap-
<relum xsitype="xsd:double">54.99</re’
</nsl:getPriceResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
</SOAP-ENV:Envelope>

N2/soap-envelope” xminsxsi="hitp://www.w3.0r/2001 /XMLSchema-instance’”

dling’>

Viac o kédovani pozri
hitp://schem
bt/ fwww w3, or

Jp/encodin
ncodin:

s

12001/12/s00)

Pre prenos sa pouziva hlavne GET a POST pri http:
GET umozfiuje ziskaf data od servra
POST odoslaf data na server


http://schemas.xmlsoap.org/soap/encoding/
http://www.w3.org/2001/12/soap-encoding
http://www.w3.org/2001/12/soap-encoding
http://www.w3.org/2001/12/soap-encoding
http://www.w3.org/2001/12/soap-encoding
http://www.w3.org/2001/12/soap-encoding

