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ECM EMM Introduction

ECM stands for Entitled Control Message while EMM stands for Entitled

Management Message. ECM EMM are the two most important part of CA
System or Conditional Access System. ECM and EMM are send with the

Transport Stream to the subscriber end.

ECM EMM denotes weather the subscriber is authorize to view or access the
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services or not. Smart card reads these ECM EMM at the subscriber end in the

STB.
ECM EMM - Entitled Control Message Entitled Management Mes...
ECM — Entitled Control Message
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For a CA system it is hard task to send properly Control Word to the STB. Some

of CA system use the smart card while some other CA system use software
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component in the STB.

As we can see in the figure above a normal signal goes into the multiplexer.
Then this signal goes into the scrambler. A control word is generated from the
control word generator. This control word is send to the scrambler and then it

is encrypted.

Current and the next control word send to the ECM Encryptor. ECM Encryptor
encrypt the ECM after receiving the control word. Now this encrypted ECM is

send with the transport stream.

Now this transport stream goes into the STB. The normal signal would directly
goes into the descrambler. While the ECM goes into the smart card. Then the
smart card would read the ECM and then decrypt it and then it will send the
Control Word to the STB then stb receive this control word and then
descrambler descramble the signal and gives normal signal which would be
provided to the subscriber. The ECM also returns to multiplexer which we sent

with the transport stream.

Thus we send the control word inside the ECM and then we encrypt the ECM.

The ECMs are repeated in every 100 ms. We repeat the ECM so fastly because it

helps the STB to descramble the channel in less time.
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As we can see above in the figure the normal signal goes into the multiplexer

and then this signal goes into the scrambler.

The scrambler receive the control word from the control word generator and

scramble it then ECM and EMM are imported with the transport stream.

Whenever we update the SMS or Subscriber Management System to give the

access to a particular subscriber. Then a EMM is generated by the CAS and this
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generated EMM is send to the multiplexer to import the emm in the transport
stream. At the receiving end the EMM and ECM goes into the smart card and
scrambled signal goes into the descrambler. Now smart card decrypt the ECM
and EMM authorize the subscriber to access the particular service. Then a

control word send to the descrambler.

Now descrambler after receiving the control word descramble the service and

gives the access to that particular subscriber.

Thus EMM sends the entitlements to the stb. Which authorize the user to
access the particular service. This service can be Video On Demand or the
package of channels for the specific period of time. So EMM is used to give

access and activate the package to subscriber.

This EMM message can be send for to access the service for a particular

subscriber , group of subscribers and for all the subscribers.

Conclusion

EMM ECM are two essential part of the CA system. ECM is encrypted and
contains the control word to give access to subscriber for a particular program
or service. While EMM contains the information of subscribers package which

need to activate and Video On Demand.

Know More About What Is Encryption And Encrvptionl
Working (https://www.headendinfo.com/encryption-working/)
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